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Introduction

With technological developments in IT, many
of the effective regulations start to have
problems to answer the new technological
These

developments take advantage of the legal

features and possibilities.
loophole and uncontrollably grow in the
worldwide. One another aspect of the
developments on the IT is that we start to talk
about not only national legal gaps, but also
international legal gaps due to the nature of

the IT technology worldwide network.

Pat van de

Vé6i nhitng phat trién vé cong nghé trong
nganh cong nghé thong tin, mot sé quy dinh hién
hanh bat dau gip van dé trong viéc dap ung
nhirng tinh ning va tiém ning cta cong nghé
moi. Nhimg s cai tién nay loi dung k& hd phap
1y va ngay cang khé kiém soat trén toan thé gioi.
Mot khia canh khac lién quan dén nhiing cai tién
trong nganh cong ngh¢ thong tin hién nay khong
chi 1a nhiing khoang tréng phap 1y & quy md
qudc gia, ma con 1a khoang tréng trong phap luat
qudc té boi ban chat mang ludi két ndi toan cau

cua nganh cong nghé thong tin.
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One of the most promising technology since
2010 is blockchain technology, which is the
that  1is

software-based, peer to peer technology. It

technology open  source,
uses a distributed ledger, to store users'
transactions. Due to emerging technology of
blockchain and cryptocurrencies together,
differences of the blockchain technology and
cryptocurrencies could not be understood
well. The blockchain is a technology, behind
of the cryptocurrencies. Cryptocurrency is
just a small part of the main driven

technology of the blockchain.

There have been several legal concerns of the
services that stored or provided a base on the
blockchain

research to try to determine which kind of

technology. There is some
legal gaps may emerge due to blockchain
technology. In addition, the big part of the
research on the topic examines current legal
of the blockchain

However, it has not been studied the wide

problems services.
scope of the impact of the blockchain
technology in the different legal fields of law.

This study is going to include extensive
research into the motivations to blockchain
legal frame on the several fields of the law.

We will also examine the different solutions

Cong nghé chudi khéi (blockchain) 13 mot
trong nhitng budc tién cong nghé day hira hen ké
tor nam 2010. Cong nghé blockchain 1a mot dang
cong nghé véi mad ngudn mo, trén co s& phan
mém va kién trac mang ngang hang. Cong nghé
blockchain st dung mot sd cai phan tan dé luu
trtr cac giao dich cia nguoi dung. Vi cong nghé
blockchain va tién mi hoa st dung chung mot
nén tang cong nghé, nén sy khac biét giita chiing
thuong khong duoc hiéu chinh xac. Blockchain
la mdt loai cong nghé phuc vu cho céc giao dich
lién quan dén tién ma ho4, trong khi tién ma hoa
chi 132 mot phan nhoé van hanh theo cong nghé
blockchain.

Mot s6 mdi lo ngai vé mat phap 1y thudong
xoay quanh van dé vé dich vu luu trir hodc cung
cap nén tang cho cong nghé blockchain. Mot s6
nghién ctru da cho théy su nd luc trong viéc xac
dinh nhitng khoang tréng phap 1y tiém an khi co
su xuat hién cua cong nghé blockchain. Bén canh
d6, phan 16n cac bai nghién ctru vé chu dé nay
tap trung vao viéc danh gia nhitng van dé phap 1y
hién hanh cua dich vu cong nghé blockchain.
Tuy nhién, pham vi anh hudng rong rai cia cong
nghé blockchain trén nhiing linh vuc phap luat
khac nhau van chua duoc nghién ctru toan dién.

Bai viét nay s& dé cap t6i nhimng nghién ctru
bao quat vé nhiing dong luc xay dyng khung
phap 1y vé blockchain trén nhiéu linh vuc luat.

Céc tac gia cling s€ dao sau nhiéu giai phap khac
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for the problem or legal gaps of the
blockchain services in order to shape the legal

framework of the blockchain technology.

1. Cryptocurrency Services on the

Blockchain Technology
In 2009, the

currency Bitcoin was launched. Bitcoin was

first decentralized digital

developed by an unidentified programmer, or
group of programmers, under the name of
Satoshi Nakamoto, who 1s indicated as the
author of a white paper describing the basics

of the functioning of Bitcoin.

Since then currently, there are 2074 different
cryptocurrencies on the market. Due to the
nature of the decentralized structure of the
cryptocurrencies, it has grown massively
within 9 years. The researches on the
cryptocurrency at the beginning try to
determine which regulations may implement
The

choosing regulations, which must be obeyed

to cryptocurrencies. first step was

by the cryptocurrency service providers.

Gamble’s research makes clear the legality
and regulatory challenges of decentralized
the

perspective. He makes the basic explanation

cryptocurrencies from western
of the cryptocurrency system and compares

the regulations of Canada, Australia, USA,

nhau vé vin dé nay bén canh cac khoang trong
phap ly trong dich vu cong nghé blockchain
nhim tao nén mét khung phap 1y cho céng nghé
blockchain.

1. Cac dich vu tien ma hoa trén nén ting

cong nghé blockchain

Vao nam 2009, Bitcoin 1a loai tién k¥ thuét
s6 phi tap trung dau tién dugc phat hanh. Bitcoin
dugc tao ra bo1 mot nguoi viét chuong trinh an
danh hodc mdt nhom 13p trinh vién dudi céi tén
Satoshi Nakamoto, dugc cho la tac gia cua ban

thdo mo ta cac hoat dong co ban cua Bitcoin.

Cho t61 nay, thi truong hién dang c6 2074
cac loai tién md hoa khac nhau. Do ban chat phi
tap trung ma tién ma hod da co nhimg budc phat
trién vuot bic trong vong 9 nim qua. Mot sb
nghién ctru vé tién mi hoa ban dau da cb ging
xac dinh cac quy dinh nén dugc ap dung 1én loai
tién nay. Budc dau tién 1a chon ra cac quy dinh
ma nhitng nha cung cép dich vu tién ma hoa phai
tuan thu.

Bai nghién ctru cua Gamble da lam ro tinh
phép 1y va nhiing thach thirc khi ap dung nhiing
quy dinh 1én tién ma hoa phi tap trung theo gbc
nhin cta phuong Tay. Tac gia da dua ra gidi
thich co ban vé hé thong tién mi hod va so sanh
nhiing quy dinh lién quan dén loai tién niy & cac

nude theo hé thong phap luat Anglo Saxon' nhu

' Hé théng phap luat Anglo - Saxon: hay con goi 1a thong luat, 1 hé thong phép luat sir dung an 1¢ duoc ap dung

& cac nudc Anh, My.
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UK, where the countries all

according to the Anglo Saxon Legal System.

perform

It is a good point to examine the countries
that belong to the same legal family. In his
paper, he focuses on the aspect of the
decentralization and its collective power on
the

authoritative stakeholders

cryptocurrency  while  presenting
conundrum. The
common point of these western states'
regulative aspects is KYC (Know Your
Client) and AML (Anti Money Laundering)
Acts. Cryptocurrency service providers must
adhere to the same rules that apply to banks
and other financial institutions due to the
exchange nature of the cryptocurrencies. She
draws attention that western states clarify
cryptocurrencies as an asset rather than
currency due to the nature of cryptocurrency.
However, cryptocurrency does not comply
with rules of the institutionalized financial

sector.

Bryans and Anema’s study shows a detailed
scheme of anti-money laundering act of the
USA

cryptocurrencies.

and how 1t can be wused for
Their

federal and state law aspects. It is just a small

research  shows
example of how money laundering acts effect
cryptocurrency ecosystem. Indeed, when
thinking of the of the

cryptocurrency market, this study shows just

global scope

a small part of the world as an example.

Canada, Uc, My, Anh. Diém sang trong bai viét
nay 13 Gamble d3 nghién ctru nhitng quéc gia sir
dung chung mot hé théng phap luat. Trong bai
viét cia minh, tic gia di tap trung vao khia canh
vé phi tap trung hoa va quyén luc tap thé cia tién
ma hod khi giai quyét nhitng van dé phtrc tap cla
cac bén lién quan co tham quyén. Nhitng cach
thirc chung ma cac qudc gia phuong Tay ap dung
quy dinh 1a KYC (“Know Your Client” - xac
minh danh tinh cua khach hang) va AML (“Anti
Money Laundering”- chdng rira tién). Cac nha
cung cip dich vu tién m3 hoa phai tuan thu theo
nhitng nguyén tic chung dugc ap dung cho cic
ngan hang va cac to chirc tai chinh khac boi tinh
chat trao ddi cua tién md héa. Cac qudc gia
phuong Tay xem tién ma hoa nhu mot loai tai
san hon 1a mot hé théng tién té vi ban chat cua
tién ma hoa. Tuy nhién, cach van hanh cua tién
ma hoa khong tudn theo cac nguyén tic vé thé

ché ho4 trong linh vyc tai chinh.

Bai nghién ctru cua Bryans va Anema da chi
ra chi tiét hé théng dao luat chéng rira tién tai M§
va cach ap dung twong tu cho tién ma hoa. Bai
nghién ctru ndy cho thay khia canh luat phép cua
bang va lién bang ma My da ap dung. Pay chi la
mot vi du cho thay viéc 4p dung mot cac dao luat
chéng rira tién co thé tic dong téi hé sinh thai
tién ma hoa. Khi xét téi pham vi toan cau cua thi
truong tién ma hoa, bai nghién ciru nay chi mai
dwa ra vi du cho mot phan nho trén thé giéi. Tuy

nhién khai niém vé dong tién va chung khoan da
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However, in this research, the concept of
money, and security is not being discussed.
These
description of the cryptocurrency. Without the
of the of the

it is not being able to

concepts may be the potential

determination concept
cryptocurrency,
determine which regulation must be followed.

The biggest obstacle of cryptocurrencies to
use as money is volatility. In order to use
Bitcoin to store value over time, users need
to quantify their expectations about the

future value of the currency.

When Gamble discusses the regulatory aspect
of cryptocurrencies in his research, one
another research on the cryptocurrency raises
a question why cryptocurrencies do not
warrant increased governmental regulations.
detailed

explanation in the light of current regulations

Lindquist’s study makes a
about why cryptocurrencies are not able to
obey current regulations. He chose the most
well-known and first cryptocurrency Bitcoin
to examine its features and these features’
current legal situation. His study draws
the AML
laundering) and KYC (Know your client)

attention  to (Anti-money
Acts as Glaser. However, he makes a wider
examination in the scope of FATS (Financial
Action Task Force) 2010 Report 9 on new

khong dugc dé cip trong bai nghién ciru nay.
Viéc dinh nghia dé)ng tién co thé hd tro cho viée
dua ra khai niém cu thé vé tién ma hoa. Néu tién
ma hod khong dugc dinh nghia mdt cach ro rang
thi viéc dé ra cac quy dinh chung khi st dung

loai tién nay s& khong kha thi.

Trd ngai 16n nhat khi st dung cac loai tién
ma hoa chinh 1a tinh bién dong cao. Dé sir dung
Bitcoin nhu mot cach luu trtt gia tri qua thoi
gian, nguoi st dung phai can nhic nhimg ky
vong clia minh vé gi tri trong tuwong lai ctia loai
tién té nay.

Khi Gamble ban luan vé khia canh phap ly
ctia tién ma hoa trong bai nghién ctru ctia dng Ay,
mot bai nghién ctru khac vé tién ma hoa di dat ra
cdu hoi vi sao tién ma hoa lai khong thé dam bao
su phat trién di kém trong nhitng quy dinh cia
chinh phu. Bai nghién ctru cua Lindquist da dua
ra su giai thich chi tiét Iy do vi sao tién ma hoa
khong thé tuan theo nhiing quy dinh hién tai. Tac
gia da chon dong tién ma hoa dau tién va dugc
biét dén nhiéu nhat 1a Bitcoin dé xem xét nhiing
dic diém va nhiing truong hop phap 1y cia céac
dic diém d6. Bai nghién ciru nay da thu hat duoc
su cht y dén co ché chdng rira tién va xac minh
danh tinh khach hang, duoc thé hién tir F.Glaser.
Tuy nhién, 6ng da mé rong nghién ctru qua pham
vi bdo cao s6 9 nam 2010 cua Luc luong Pic
nhiém Tai chinh vé& nhiing phuong thirc thanh

toan ma&i. Trong nghién ctru cia minh, 6ng da
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Payment Methods. In his research, he shows
clearly concerns of the Bitcoin such as
customer due diligence, record keeping, value
limits, methods of funding, geographical
limits, wusage limits, and segmentation
services. It shows that many requirements of
a secure payment system cannot be met by
Bitcoin. However, the first question must be
raised whether Bitcoin is a payment method
or not. The answer to this question is
discussed by Kelvin FK Low. He states that
since Bitcoin 1is conceived of as a
cryptocurrency and electronic cash, it seems
sensible to begin a proprietary analysis by
way of a comparison to more established

forms of money.

One of the important current problems of the
blockchain is how tax regulations implement
to cryptocurrency. Lindquist mentions the
taxation of the cryptocurrencies in the
example of the German Tax Regulations. He
states that classifying the cryptocurrencies as
money, private money, taxable voucher or
kind  of

governments can bring cryptocurrencies

any financial  instrument,
within their current tax laws. Lindquist makes
the explanation for capital gain and income
tax and sale tax perspective. However, the
taxation of the cryptocurrencies is not that
easy and narrow. The biggest discussion at

the beginning of 2014 was the VAT

cho thiy nhiing quan ngai rd rang vé dong
Bitcoin, vi du nhu tham dinh khach hang, luvu giit
hd so, giéi han gia tri, cach thire dau tu, gii han
vé mit dia 1y, gi6i han vé cach st dung va nhiing
dich vu phan khtc. Piéu nay chi ra ring nhiéu
yéu cAu cua viéc thanh todn bao mat khong thé
dugc dép ung boi Bitcoin. Tuy nhién, cau hoi
dau tién duoc dat ra 1a liéu Bitcoin ¢6 phai 1a mot
phuong thirc thanh todn hay khong. Cau tra 161
cho cau hoi nay da duogc ban luan boi Kelvin FK
Low. Ong nhan dinh réng bé1 Bitcoin duoc hinh
thanh nhu 13 mét dong tién ma hoa va tién dién
ttr, s& 1a hop 1y khi bat dau phan tich quyén so
hitu bang cach so sanh nd voi nhitng dang tién té
chinh thtrc khéc.

Mot trong nhiing van dé quan trong nhét hién
tai cia cong nghé blockchain d6 chinh la cach ap
dung nhitng quy dinh vé thué ddi véi tién ma
hoa. Lindquist d& cap toi viéc danh thué nhimg
d6ng tién ma hoa véi vi du tir Quy dinh Thué cta
Puc. Ong chi ra rang tir viéc phan loai nhiing
déng tién ma hoa nhu tién té, tién tu nhan, bién
lai thué hodc bat ky loai cong cu tai chinh nao,
chinh phi c6 thé dem nhiing dong tién ma hoa
vao hé théng luat thué. Lindquist di dua ra su
giai thich cho goc do cua ldi vén, thué thu nhap
va thué thuong vu. Tuy nhién, viéc danh thué
nhitng dong tién ma héa khong don gian nhu
vay. Van dé dugce thao luan nhiéu nhit trong dau

nam 2014 chinh 1a viéc mién thué VAT ddi véi
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exemption of the cryptocurrencies.

In 2015, the Court of Justice of the European
Union qualified that Bitcoin as a digital
currency is a currency, not a good and stated
“VAT Directive must be interpreted as
meaning that the supply of services such as
those at issue in the main proceedings, which
consist of the exchange of traditional
currencies for units of the ‘bitcoin’ virtual
currency and vice versa, performed in return
for payment of a sum equal to the difference
between, on the one hand, the price paid by
the operator to purchase the currency and, on
the other hand, the price at which he sells that
currency to his clients, are transactions

exempt from VAT”.

The research conducted by Ainsworth and
Shact shows the possibility to use blockchain
technology to tackle tax frauds. In their
research, they discuss whether the blockchain
database can be used to track commercial
transactions and tackle taxation frauds by
means of trustless nature. However, even this
possibility brings many legal questions on the
mind as data protection of these transactions.
We will discuss data protection on the

blockchain below.

One another legal issue on the cryptocurrency
is possible use of cryptocurrency transfers

with the purpose of criminal activities. Ante,

nhitng dong tién ma hoa.

Vao nam 2015, Toa an Cong 1y Lién minh
Chéau Au d3 cong nhén Bitcoin véi tu cach 1a tién
dién tir nhu mot loai tién ¢, khong phai 1a mot
loai hang hoa va cho ring: “Nhimg chi thi vé
thué VAT phai duoc giai thich véi ham ¥ ring
viéc cung cép dich vu la nhiing van dé trong thu
tuc chinh, bao gém viéc thay thé céc loai tién té
truyén thong thanh nhimg don vi tién dién tir
“bitcoin” va ngugc lai, dugc thuc hién & viéc
hoan tra thanh toan va binh ding ddi v6i su khac
biét cua hai bén, véi mdt bén la muc gia dugc tra
boi ngudi thue hién mua dong tién, va bén con
lai 12 mic gid ma ngudi cung cip dong tién dua
ra cho khach hang, 1 nhimng giao dich duoc mién
trir khoi thué VAT.

Bai nghién ctru thyc hién boi Ainsworth va
Shact da chi ra kha nang st dung cong nghé
blockchain dé giai quyét van nan tron thué.
Trong bai nghién ctru cia ho, cac tac gia da thao
luan liéu rang co s dir liéu cua blockchain co
thé dugc sir dung dé tra dau nhiing giao dich
thwong mai va giai quyét nhimg vu gian lan thué
nho lgi dung ban chét khong can dit niém tin.
Tuy nhién, thdm chi kha ning ndy vidn mang
nhiéu van dé phap 1y dang quan ngai nhu viéc
bdo mat dir li¢u cua giao dich. Chung ta s€ ban
vé viéc bao mat dit liéu trén blockchain & phﬁn

Sau.

Mot trong nhitng van d& phéap 1y khac cia
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in his research, states that the anonymity of
cryptocurrency offers better conditions than
established payment methods and it makes
the use of cryptocurrency tempting for
purposes such as ML (Money Laundering),
terrorist financing or tax evasion. The
difference of Ante's research is that he also
to ICOs (Initial

Offerings, which means blockchain based

draws attention Coin
crowdfunding). This area of blockchain is
surprisingly neglected. The research of (Ante,
2018) presented in the determination which
regulations best tackle money laundering and
terrorist financing. In addition, it gives an
example of regulative bodies and their
to the ICOs

namely Switzerland, Germany,

approaches from different
countries,

USA, Singapore.

Salami's study discusses the use of the
RegTech (regulatory technology) to combat
terrorist financing in the worldwide. The
study includes how the Financial Action Task
Force (FATF) combats terrorist financing
through the cryptocurrencies. It assesses the
limitations of the riskbased approach of the
FATF Anti Money Laundering and Financing
of Terrorism (AML/CFT) provisions and the

effect of these on transactions involving

tién ma hoa chinh 13 kha ning sir dung cac giao
dich chuyén tién ma hoa cho hoat dong to1 pham.
Trong bai nghién ctru cia minh, Ante da chi ra
rang tinh chit 4n danh cua tién ma héa tao céac
diéu kién tét hon nhitng phuong thirc thanh toan
dugc thiét lap truée d6 va diéu nay khién cho
viéc sir dung tién ma héa tré nén hap dan hon d6i
v6i nhitng muc dich nhu rira tién, khung b tai
chinh hodc trén thué. Sy khac biét cta bai nghién
cru ctia Ante 13 tac gia chu yéu tp trung vao
ICOS ( “Initial Coin Offerings”, c6 thé hiéu 1a
hinh thirc kéu goi vén dau tu cua cong nghé
blockchain). Bat ngd thay, khia canh nay cua
cong nghé blockchain da bi bd roi. Bai nghién
clru ciia Ante nam 2018 da cho thdy sy quyét tim
trong x4y dyng nhitng quy dinh c6 thé ddi pho
v6i rira tién va khing bé tai chinh theo cach tdt
nhit. Thém vao d6, bai viét cling dua ra vi du vé
cach tiép can cta cac nha lap lap phap d6i voi
ICOS tir nhiéu quéc gia khic nhau, cu thé Ia
Thuy DPién, Purc, Hoa Ky va Singapore.

Bai nghién ctru ciia Salami ban lun vé viéc
sit dung Regtech® dé chong lai khing bd tai
chinh trén toan thé gidi. Bai nghién ciru ciing bao
g6m cach ma Lyc lugng Péac nhi¢m Tai chinh
(FATF) chéng lai khung bd tai chinh théng qua
nhiing dong tién ma hoa. Bai viét danh gia nhiing
gidi han cia cach tiép can rii ro tir nhimg diéu

khoan cua Luc lugng DPac nhiém Tai chinh

2 Regtech (Regulatory Technology): Cac cong ngh¢ dugc sir dung dé don gian hoa viéc tudn thu cac yéu cau

phép 1y cua céc to chirc tai chinh.
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cryptocurrencies.

As it has seen that the biggest legal issues on
the cryptocurrency are a determination of the
cryptocurrency form, know your customer
and anti-money laundering acts, taxation and
terrorist financing. These studies above we
reviewed are pioneers of the research on this
topic. However, there are clear needs for
detailed studies

separate research. The local regulations must

in this area rather than

be examined in detail in wider aspect of
criminal law, financial regulations, regulative

body’s decisions, and international acts.

2. Data Privacy on the Blockchain
Technology

The blockchain is a technology that stores
billions of data on its database, which is
locked by every new block. Its meaning is
that every data stored on the blockchain
database is being added there on the
following consensus of every user on the
database. To chancing of any single data on
the database of blockchain requires the same
consensus of the database, which means
billions of block acceptance to change it. Due
to the nature of blockchain, data stored on the
blockchain is quite secure, almost impossible
to be hacked and changed. However, on the

data privacy side, there are several rights of

Chéng rira tién & Khing bd tai chinh
(AML/CFT) va sy anh hudong ctua ho 1én nhiing

giao dich lién quan dén dong tién ma hoa.

C6 thé thdy duoc rang, cic van dé phap ly
16n nhat cla tién ma hoéa 1a cach xac dinh hinh
thai cta tién ma hoa, xdc minh danh tinh khach
hang va nhiing hanh dong chdng rira tién, viéc
danh thué va khing bd tai chinh. Nhitng nghién
clru tac gia da trinh bay trén day la nhitng tién
phong trong viéc nghién ctru chii d& nay. Tuy
nhién, c6 nhitng nhu ciu nhat thiét can su di sau
chi tiét trong linh vyc nay hon 13 nhiing bai
nghién ctu riéng 1é. Nhiing quy dinh cua dia
phuong can phai dugc nghién ctru chi tiét trong
khia canh rong hon cuta luat hinh sy, quy dinh tai
chinh, nhiing quyét dinh ctia co quan quan 1y va

nhing hanh vi qudc té.

2. Bao mat dir liéu trén cong nghé
Blockchain

Blockchain 13 mot loai cong nghé cé thé luu
trit hang ty dit liu trong co s& dir li¢u cua no,
dugc bdo mat boi sy xuat hién cia mdi khoi méi.
Nghia 13, mdi dit liéu duoc Iuu trit trong co s& dit
liéu blockchain duoc thém vao dya trén sy dong
thuan ctia mdi ngudi dung trong co s& dir lidu.
Pé c6 kha ning truy cap bat ky dir liéu nao trén
co so dit liéu cua blockchain sé can sy dong y
lién két cua co so dit liéu, nghia rang hang ty

khéi phai chap nhan thay d6i né. Do ban chét cua
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the data owners let them control their data
freely. However, any data added on the
blockchain will be controlled by the whole
system consensus. In this respect, blockchain
nature conflicts with the data protection
regulations. In this part of our study, we
review some studies on the data privacy on

the blockchain technology.

Many research focus on the new General
Data Protection Regulation (GDPR) of the
European Union. It came into force in May
2016, and has become applicable law since
May 2018. There

discussions on the enforcement of this new

are many ongoing
regulation. However, this new law brings
many questions about how the blockchain
will be affected. Kulhari tries to find an
answer for how the blockchain solutions may
fit into GDPR. In this study, he makes a
comparison between GDPR provisions and
blockchain features. The GDPR requires that
the controller is responsible for making sure
all privacy principles of GDPR as lawfulness,
fairness and transparency, purpose limitation,
data

limitation, and integrity and confidentiality

minimization,  accuracy, storage
are adhered to. Kulhari's research shows that
data minimisation on the blockchain may be

failed due to the nature of blockchain.

blockchain, dir
blockchain hau nhu duge dam bao, viéc hack va
thay d6i dit liéu gan nhu 1a bat kha thi. Tuy

nhién, xét vé khia canh bao mat dit li€u, van co

litu duoc luu trir trong

nhirng quyén nhat dinh cho phép chu s hiru diéu
khién dit liéu cua ho tiy ¥. Tuy nhién, bat ky dir
liéu nao duge thém vao blockchain s& bi diéu
khién boi toan bd hé thdng mot cach lién két.
Riéng vé mit nay, ban chat cta blockchain s&
xung dot voi nhitng quy dinh bao mat dir liu.
Trong phan nay cia bai viét, chung ta s& xem xét
mot vai nghién cuu vé su bao mat dix liéu trén
cong nghé blockchain.

Nhiéu nghién ctru tap trung vao Quy dinh
chung vé bao vé dir liéu (GDPR) cta Lién minh
Chau Au duoc thong qua vao thang 5 nim 2016
va chinh thirc c6 hiéu lyc thi hanh ké tir thang 5
nam 2018. Nhiéu cudc thao luan xoay quanh vi¢c
thyc thi nhimng quy dinh mé&i ndy van dang tiép
dién. Cac quy dinh méi nay dat ra nhiéu cau hoi
xoay quanh vi¢c cong ngh¢ blockchain s& chiu
tac dong nhu thé nao. Trong nghién ciru cia
minh, Kulhari c6 gang dua ra cau tra 1oi cho viéc
lam sao dé cac giai phap blockchain c6 thé phu
hop v6i GDPR. Trong nghién clru nay, ng so
sanhcac diéu khoan GDPR véi cac tinh ning cia
cong nghé blockchain. GDPR yéu cau cong ty
kiém soat c6 trach nhiém dam bao tit ca cac
nguyén tic vé quyén riéng tu nhu tinh hop phap,
cong b::ing va minh bach, giéi han muc dich,

giam thiéu dir li¢u, d¢ chinh xac, gidi han luu tri
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Blockchain technology structure replicates
the data with each node, which means that
these data will be stored even it is not further
processed. However, blockchain may find a
solution with the anonymity of data by way

of zero-knowledge proof.

Right of erase is also another challenge of the
Blockchain

attention to the blockchain complex system

Technology. Gabison takes
when any stored would like to be removed.
He shows that how the data erase may make
the problem for blockchain technology, but
no solution for this problem has been shown
that

indefinite locking of data on an immutable

in this research. Kulhari suggests
blockchain should actually be considered

with other data protection
in the GDPR. It may be a

reasonable solution for blockchain GDPR

compliance

principles

compliance. In the case of data portability,
Kulhari divides the conditions of permission
and public blockchains. For public
blockchain, the

off-chain storage of the personal data and

nobody has access to
only pointers to the data are stored on the
blockchain. In the case of permissioned
blockchain, the user can use its own digital
private key to download its data and move
from one

digital identity management

cling nhu tinh toan ven va bao mat dugc tuan
thu. Nghién ctru cua Kulhari cho thiy rang viéc
giam thiéu dir liéu trén blockchain c6 thé bi thit
bai do ban chit cua blockchain. Ciu triic cong
nghé blockchain sao chép dir liu voi mdi nit,
diéu d6 c6 nghia nhitng dir liéu nay s& duogc luu
trlr ngay cd khi n6 khong dugc xtr Iy thém. Tuy
nhién, blockchain ¢ thé tim ra giai phap cho tinh
dir liéu bang giao thirc

an danh cua

Zero-knowledge.’

Quyén xda dit liéu ciing 1a mot thach thirc
khac d6i v6i Cong nghé Blockchain. Gabison
cht y dén hé thdng phirc hop blockchain khi can
loai bo bat ky tht gi duoc luu trir. Ong chi ra
rang cach xo6a dir liéu co thé gay ra van dé cho
cong ngh¢ blockchain, nhung chua c6 giai phap
cho van d& nay duoc chi ra trong nghién ctu.
Kulhari dé& xuét rang viéc khoa dir liéu vo thoi
han trén mot chudi khoi bét bién nén dugc coi la
tudn thu cic nguyén tic bao vé dir lidu khac
trong GDPR, day c6 thé 1a mot giai phap hop 1y
cho viéc tudn that GDPR cuia cong nghé
blockchain. Trong trudng hop luu chuyén dir
liéu, Kulhari chia thanh cac diéu kién d6i voi
blockchain lién hgp va blockchain cong khai.
Déi v6i blockchain cong khai, khong ai ¢ quyén
truy cap vao kho luu trit dir li€u c4 nhan ngoai
chudi va chi cac con tré dén dir lidu méi duoc

luu trit trén blockchain. Ddi véi blockchain lién

3 Zero Knowledge Proof (ZKP) 1a mot phuong phap duoc sir dung trong mat ma dé chtg minh rang ching ta
biet mét kien thirc nao d6 nhung khong tict 19 thong tin da biét mot cach truc tiép
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platform on the blockchain to another one.

3. Copyright Law and the Blockchain
Technology

The research of Vogel shows that when the
internet is decentralized, copyright holders
will have no party to sue in order to stop
infringement. In this study, he discusses what
are the liabilities of the software developers
and internet service providers in the case of
copyright infringements. He suggests that
providing licenses for software developers of
decentralized applications, by doing so
copyright holders may stand to influence the

decentralized culture in their favour.

Gabison takes attention that removing the
content from the public blockchain within
one jurisdiction does not affect the chain in
another jurisdiction. He shows four entities;
copyright holders will turn one of them when
their copyright materials are published on the
blockchain. There are the original poster of
the copyrighted materials, the Intermediary
(ISP), the
or the subsequent
downloaders. In the USA and Europe ISPs

have limited liability for internet content

Service  Providers public

blockchain’s  creator,

uploaded by their users. During his research,
which entity may be a better option to protect

copyrighted materials question is discussed.

hop, ngudi dung c6 thé st dung khoa ca nhan ki
thuat sd cua riéng minh dé tai dit liéu cua n6 va
chuyén tir mot nén tang quan 1y danh tinh s6 trén

blockchain sang mét nén tang khac.

3. Luit Ban quyén va Coéng nghé
Blockchain

Nghién ctru ctia Vogel chi ra rang khi mang
Internet chuyén qua moé hinh phi tip trung, chu
so hitu ban quyén s& khong thé kién bén nao dé
ngan chdn vi pham. Trong nghién ctru nay, 6ng
thao ludn vé trach nhiém phap 1y cua cac nha
phat trién phan mém va nha cung cép dich vu
internet trong trudng hop vi pham ban quyén.
Ong dé xuat rang néu cung cap gidy phép ban
quyén cho cic nha phat trién phin mém cta céc
tmg dyng phi tip trung, bang cach lam nhu vay,
cht so hitu ban quyén mdi c6 thé bao vé duoc

quyén lgi cia minh trong mé hinh nay.

Gabison luu y rang viéc x6a dit liéu khoi
chudi khdi cong khai trong mét khu vuc tai phan
s& khong anh huong dén chudi khéi ¢ khu vuc
khac. Nghién ctru ciia Gabison dua ra bon chu
thé s& c6 nghia vu lién quan v6i chi s¢ hitu ban
quyén khi cac ndi dung c6 ban quyén dugc cong
bb trén blockchain. Cac chu thé d6 bao gom
nguoi dau tién dang tai cac nodi dung cd ban
quyén, nha cung cap dich vu trung gian (ISP),

ngudi lap trinh chudi kh6éi mod hodc nhitng ngudi
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One another topic blockchain may find a
solution on the copyrights is collective rights
management (CRM). Individual copyright
holders
Organizations (CMOs) to trace and protect

use  Collective = Management
their rights. However, CMOs have been
lack of

in payment of

criticised over the years for

transparency, time lags
royalties/mandates, abuse of their monopoly

positions, and inefficiency.

Treise, Goldenfein and Hunter’s study states
blockchain the
possibility of rights holders becoming the

platforms can present

intermediary  themselves, or otherwise
disintermediating the relationship between
rightsholder and user. They draw attention
that the blockchain protocol operates across
the

complexity of national collective licensing

jurisdictions,  eliminating territorial

systems and reciprocal relationships.

Savelyev  discusses  advantages  and
challenges of the wuse of blockchain
technology to distribute copyrights. As
advantages of blockchain technology are

accessibility of information about copyright
ownership, transparency and traceability of
its subsequent changes. However, he raises
the questions about possible problems to use
blockchain

management as how to align blockchain

technology  for  copyrights

tai xuong sau do.

O Hoa Ky va Chau Au, ISP c6 trach nhiém
hitu han di véi ndi dung trén internet do ngudi
dung cua ho tai 1én. Trong sudt nghién ctru, cau
hoi vé viéc chu thé nao s& 1a lya chon tot hon dé
bao vé ndi dung co6 ban quyén van dang duoc
thao lun. Mot giai phap khac cho blockchain vé
van d& ban quyén 1a quan 1y quyén tip thé
(CRM). Chu s¢ hitu ban quyén ca nhan co thé uy
quyén cho cac t6 chirc quan 1y tip thé quyén tac
gia (CMO) dé theo ddi va bao vé quyén cua ho.
Tuy nhién, cic CMO trong nhitng ndm qua da b1
chi trich vi thiéu minh bach, cham tra tién ban
quyén, lam dung vi tri doc quyén va lam viéc

kém hiéu qua.

Nghién cuou cua Treise, Goldenfein va
Hunter cho biét cac nén tang blockchain co thé
din dén kha ning chi so hitu quyén tro thanh
nguoi trung gian hodc lam gian doan mbi quan
hé gitta chil s¢ hitu quyén va ngudi dung. rang
giao thirc blockchain hoat dong trén nhiéu nén
phap 1y, loai bé sy phiic tap vé ranh gidi dia 1y
clia cac hé thong cap phép tap thé quc gia va
cac mdi quan hé doi ing.

Savelyev thao luan vé nhiing thuan loi va

thach thirc cua viéc su dung cong nghé
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technology with jurisdictional privileges of
state authorities. Due to fast developments on
the technology
blockchain,

continue to be a grey zone until proper

and more specifically

copyright  protection  will

solutions are found.

Conclusion

In this study, we show some possible legal
issues of the blockchain technology to give
an overview for researches about
cryptocurrencies and blockchain. We have
reviewed some pioneer studies on the area of
our research topic and try to make a general
overview about the blockchain and its

legislative problems.

The regulative trend in the world goes to
understand better technology and categorized
features of blockchain to determine their legal
obligations. For example, taxation purpose on
the cryptocurrency, the trend is accepting
cryptocurrencies as money- payment methods

and exclude from value-added taxes.

To sum up, we hear the name of blockchain

technology and cryptocurrencies in the

following years more. The countries, which

can regulate this technology with the

blockchain dé phan phdi ban quyén. Vi loi thé
cua cong nghé blockchain 1a kha nang truy cap
thong tin vé quyén sé hitu ban quyén, tinh minh
bach va kha ning truy xuit ngudn gbc cia nhitng
thay ddi tiép theo cua né. Tuy nhién, ong dit ra
ciu hoi vé cac van dé c6 thé xay ra khi sir dung
cong nghé blockchain dé quan 1y ban quyén nhu
cach diéu chinh cong nghé blockchain véi cac
dic quyén tai phan cua cic co quan nha nude. Do
su phat trién nhanh chéng cta coéng nghé va cu
thé 1a blockchain, bao vé ban quyén sé& tiép tuc 1a
dé tai gay tranh cai cho dén khi cac giai phap phu
hop dugc tim thay.

Két luin

Trong bai nghién clru nay, cac tac gia néu ra
mot sd van dé phap 1y lién quan dén cong nghé
blockchain nham cung cdp mdt cai nhin tong
quan vé cac nghién ctru vé tién ma héa va chudi
khéi. Tac gia da dua ra danh gid vé mot sb
nghién ciru tién phong trong linh vuc nay va cb
gang cung cap cai nhin chung nhat vé blockchain
va cac van dé phap 1y ctia no.

Xu huéng quy dinh trén thé gi6i 1a tim hiéu
cong nghé tét hon va cac tinh niang dugc phan
loai cua blockchain dé xic dinh cac nghia vu
phap 1y cta ho, chang han nhu muc dich danh
thué dbi véi tién dién tir, xu huéng dang chap
nhan tién dién tor lam phuong thuc thanh toan

tién va loai trir thué gié tri gia tang.
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supportive approach, can enjoy the benefits
of this cutting-edge
Adoption  of  blockchain

technology to existing legislative systems and

and development

technology.

regulations will not be easy. However, in the
end, the law has to catch technology at some
point. We are hoping that countries can make
without

legislation slowing down to

technology besides protecting users.

Toém lai, chung ta s& con nghe thiy nhirng cai
tén vé "cong nghé blockchain" va "tién ma hoa"
trong nhitng nam tiép theo. Néu co6 thé quan ly
dugc cong nghé nay bang cach tiép can hd tro,
cac qubc gia co thé tin huong nhing loi ich va
su phat trién cua cong nghé tién tién nay. Viéc ap
dung cong nghé blockchain vao cac hé thong 1ap
phap va quy dinh hién c6 s€ gap khong it kho
khan. Tuy nhién, cudi cung, luat phap dén mot
lac nao d6 ciing s& can phai bat kip cong nghé.
Céc tac gia hy vong rang cac qudc gia c6 thé ban
hanh luat ma khoéng giy can tré su phat trién

cong nghé bén canh viéc bao v¢ nguoi dung.
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